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Forté X760 Moisture Measurement System Security Subsystem

2.0 CREATE A NEW SYSTEM ADMINISTRATOR IDENTITY

After the initial login to the Security Subsystem, the Forté System Administrator should use the
“Add New User” command in the Security System to create a new name and password. The “Sys
Admin” user level permission must be assigned.

New Forté System Administrator Name: “Assigned by Administrator”
New Forté System Administrator Password: “Assigned by Administrator”
Forté System Administrator Level: Sys Admin

Once the new name, password and access level are assigned, the default “Administrator” user
information should be removed by using the “Remove User” command. If the “Administrator”
name is not removed it will override all new entries assigned to the “Sys Admin” level of access.

NOTE: The Security Subsystem is sensitive to both case and inserted spaces for name and
password entries.

I =, Forte Security o (=1 =, Forte Security =13 x|
Lzer Maintenance | User Maintenance
. Add New User
SRemove User
L zer | AccessLevel | Authenticate User —
r-.i-:-n.an—u °t Change User's Password | Suonl |
User Olperator Change User's Group
Cal Cal Lab Level e Catize| |

Grade Supervisor

Click on the drop down rmenu.

Actiong I Users | I Actions! l Users J

Default Users Adding a new user
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3.0 RULES FOR ADDING SYSTEM USERS
The following rules should be observed when adding users to the system:

¢ Limit user names and passwords to a maximum length of 16 alphanumeric characters each.
Numbers and letters may be used together.

e Passwords and names are case sensitive.

e Spaces are observed when entered with a name or password. This allows for first and last
names, as well as two-word passwords. Spaces may be entered before, after and within a
name or password.

e Each user name must be unique.

e Passwords are not required, but are suggested to protect configuration, grade and calibration
information.

e Refer to the section on Group Access Level Definitions for a better understanding of the
access rights of different level users.

e Multiple users with the same access level rights can be assigned, except for the “Sys Admin”
user. The number of “Super Users” assigned to the system should be kept to a minimum.

3.1 DEFAULT SECURITY SETTINGS FOR SYSTEM USERS

The Security Subsystem initially contains five default user names:

e Forte (Forte access level) — for Forté technical personnel only.

¢ Administrator (Sys Admin access level) — default system administrator.

e User (Operator access level) — default low-level user, no password.

e (al (Cal Lab access level) — default Calibration Subsystem user, no password.
e (Grade (Supervisor access level) — default Grade Subsystem user, no password.

The Forté System Administrator can remove all of these default names, except for the Forte user,
and replace them with users of his own choice.
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4.0 STARTING THE SECURITY SUBSYSTEM

The System Administrator starts the Security Subsystem by running the UPG.exe file found in
the Security folder in the Forté system folder.

The default path is C:\ForteSystem\Security\UPG.exe.

—
-] ActivexControls 2| | Name
- atlantic Security. di

{1 Backupsitest [#| Upg.dat
{1 Capture B4 UPG.exe

=27 ForteSystem
-7 Archives
-2 A5CIFomats
-2 backup
-7 Calibrations
-2 Grades
-2 loons
-7 FealTime
-[27 Feports
-3 Securiy
D Syzl

-2 System
g Itilities

Running the UPG.exe file displays the Forté Security — Login Box.

s Forte Secunty - Login x
Mame |
Subrmit

Pazzword |

Pleasze twpe wour user name and password |

Figure 1. Security- Login Box

The Security - Login validation box requests the name and password of the System
Administrator. Once the name and password are entered and submitted, the Forté Security dialog
box is displayed. This is where the user assignments are designated.
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lzer  Maintenance

Mame |
B tait

Pazzword |

[Earize|

Level I j

Click on the drop down menu.

Achions l Ilzers J

Figure 2. Forté Security Dialog Box

The assignment process is a three-step procedure:
e Each user is assigned a unique name.

e Each user is assigned a unique password. This is an optional step. A password is not
required.

e Users are then assigned to an appropriate access group matching their level of responsibility
for setup, maintenance and operation of the Forté moisture measurement system.

Once a user name is created by the Security Subsystem, that operator may log on to any other
Forté subsystem installed on that computer, subject to the restrictions imposed by the assigned
access group.

To log on to a subsystem, the user selects a desktop icon to start the subsystem. A validation box
for the subsystem is displayed. The user enters the appropriate user name and password, if
required, into the Name and Password text boxes on the validation box and then presses the
Submit button to activate the selected subsystem.

Once users log on to the Security System through the Measuring System menu bar command,

they are not required to log on to the other subsystems (Calibration, Product Definition,
Archives) if they open them from the Applications menu bar commands.
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5.0 FEATURES OF THE SECURITY SUBSYSTEM

The Forté Security Window contains a menu bar that contains a User command menu and a
Maintenance command menu.

5.1 THE USER COMMAND MENU

The User command menu allows the system administrator to perform the following user-related
procedures:

Add a new user,

Remove a user,

Authenticate a user,

Change a user’s password,

Change a user’s group access level.

To access the User commands, place the mouse cursor over User on the menu bar. A popup box
with the available commands appears. Highlight the desired command with the mouse cursor.
Click-on the command with the mouse button or press the “Enter” key on the keyboard to
activate the command routine.

i. Forte Security M=] E3

M aintenance

Add Hew Uzer

R emove Llzer

Authenticate L ser
Change Uszer's Paszward
Change Uger's Group Sttt
Fazsward |

[Earize]

Level I j

Click on the drop down menu.

1 Uzers J

Figure 3. User Command Menu

7 REV D



Forté X760 Moisture Measurement System Security Subsystem

5.2 THE MAINTENANCE COMMAND MENU

The Maintenance command menu allows the System Administrator to perform the following
maintenance-related procedures:

Delete all users,

Clear all passwords,

File Backup of security related information,
File Restore of security related information.

m. Forte Secun [_ (O] x|

M aintenance

Delete All Uzers

Clear &ll Pazzwords
File Backup
Mar File Restare

it

Paszward I

[Earize

Level I j

Click on the drop down menu.

Figure 4. Maintenance Command Menu

To access the Maintenance commands, place the mouse cursor over Maintenance on the Menu
bar. A popup box with the available commands appears. Highlight the desired command name
with the mouse cursor. Click on the command with the mouse button or press the ‘Enter’ key on
the keyboard to activate the command routine.
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6.0 HOW TO USE THE SECURITY SUBSYSTEM

The following procedures are step-by-step descriptions of using the Security Subsystem menu
commands. The System Administrator must start the Security Subsystem by running the
UPG.exe file from the Security folder in the installation directory for the Forté program. After
completing the Security-Login box, the main Security window will be displayed.

NOTE: Passwords are not required except for the default “Forté” user entry. System
Administrators should use passwords to protect and limit access to system configuration settings.
Password assignment is optional for lower level users.

6.1 HOWDOIADD A NEW USER?

[

Highlight “User” on the menu bar.

Select “Add New User” from the popup box.

3. Enter a new user name in the “Name” text box. Up to 16 alphanumeric characters may be
entered. Press the “Enter” key on the keyboard.

4. Enter a new password in the “Password” text box and press the “Enter” key. Up to 16

alphanumeric characters may be entered. If a password is not required, just press the “Enter”

key on the keyboard.

N

5. Select a user access level from the “Level” combo box.
6. Press the “Submit” button to complete the creation of the new user identity.
7. The new user information will be displayed on the “User” tab screen.

im. Forte Security I [=]

lzer  Maintenance

Mame iDperatDr #1 .
Subrnit

Pazzwiord i

Cancel

Lewel Operator il

Choose |Group Leader the user
Supervisor

tHcalLab .
04 QC

E&l

Super Uzer

Syz Adrmin

Actions i |zers j

Figure 5. Add a New User
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6.2 HOW DOIREMOVE A USER?

Select the “Users” window tab. A list of users is displayed.

Highlight the user to be removed on the list of users.

Highlight “User” on the menu bar.

Select and click-on “Remove User” from the popup box.

Confirm or deny the removal by selecting “OK” or “Cancel” in the “FSecurity” message box.
Asterisks replace the user name and related information. The asterisks will be removed the
next time the Security Subsystem is started.

A

im. Forte Security _ O] x|

M aintenance

Add Hew Lser
FRemove L=
Authenticate User
Change Uszer's Pazsward Lewvel |
Change User's Group
ST =T T g =i
Uzer Operator
Cal Cal Lab
arade Superizor
Mame of Mew ... Operator

Operator #1 Cperator
Operatorftl Group Leader

Actions l Uzers ]

Figure 6. Remove a user.
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6.3 HOW DO I AUTHENTICATE A USER?

NOTE: The purpose of authentication is to verify that a user name and password is valid.
Authentication can also be achieved by viewing the listview display on the Users tab.

Highlight “User” on the menu bar.

Select “Authenticate User” from the popup box.

Enter the user name to be authenticated into the “Name” text box and press the “Enter” key.
Enter the user’s password into the “Password” text box and press the “Enter” key.

Press the “Submit” button to authenticate the selected user name.

| Forte Security O] x|

lzer  Maintenance

MY

Mame IEI perataril =
Subrmt

Paszward |

Cancel

Level I j

Click the Submit button to authenticate
user Operatorit 1

Actions 1 |lzers J

Figure 7. Authenticate a user.
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6.4 HOW DO I CHANGE A USER’S PASSWORD?

Highlight “User” on the menu bar.

Select “Change User’s Password” from the popup box.

Enter the user name into the “Name” text box and press the “Enter” key.

Enter the user’s current password into the “Password” text box and press the “Enter” key.
Press the “Submit” button to authenticate the selected user name.

Type in the new password and press the “Enter” key.

Press the “Submit” button to confirm the new password.

NNk wh =

i, Forte Security Mi=] E3

lzer  Maintenance

Mame IDperatnrﬂ'I :
Subrnit |
Pazsword |
Lewvel I
User Operatorf1 Password update -
successiul
Actions l zers J

Figure 8. Change user’s password.
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6.5 HOW DO I CHANGE A USER’S GROUP ACCESS LEVEL?

Highlight “User” on the menu bar.

Select “Change User’s Group” from the popup box.

Enter the user name into the “Name” text box and press the “Enter” key.

Enter the user’s current password into the “Password” text box and press the “Enter” key.
Press the “Submit” button to authenticate the selected user.

Select the new group access level from the “Level” combo box.

Press the “Submit” button to confirm the new group level.

NNk wh =

. Forte Security M=] E3

Uzer Maintenance

Mame IDperatDrm s b
ubrmi
Pazgword |
Cancel
Level

Flease s friliation.

Achions 1 Idzers J

Figure 9. Change group level.
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6.6 HOW DO I DELETE ALL CURRENT USER IDENTITIES?

—

Highlight “Maintenance” on the menu bar.

Select “Delete All Users” from the popup box.

A Maintenance message box appears. Select “OK” to delete all users or “Cancel” to return to

the main Security screen without deleting any information.

4. If “OK” is selected, another Maintenance message box appears listing the total number of
users to be deleted. Select “OK” to delete all users or “Cancel” to return to the main Security
screen without deleting any information.

5. All names and related information, except for the default Forté user, are removed from the

user list by the “Delete All Users” command.

el g

w Forte Security O] x|

lzer  Maintenance

=
g Maintenance I—
2
L Pleaze confirm ta DELETE 3 USER[S] NI
0 Froceed 7
E
b 0k, | Eancell
[rermrerr——
Mumber? prigofer Super Uger
Chief #1 Syz Admin

Actions J_ Uszers ]

Figure 10. Delete all users.
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6.7 HOW DO I CLEAR ALL EXISTING PASSWORDS?

NOTE: You cannot recover deleted passwords.

1. Highlight “Maintenance” on the menu bar.

2. Select and click-on “Clear All Passwords” from the popup box.

3. Passwords are immediately removed from the user list. No warning message is given.

4. All passwords are removed from the system, except for the password associated with the
default Forté user.

i, Forte Security [_ [O] x|

WECTE 1 aintenance

Delete All Uzers
Clear All Pagzwards
Filz Backup
Mar  File Restore
Srtarmt
Fazsword |
[Fance]

Lewvel I j

Click on the drop down menu.

1 Uzers J

Figure 11. Clear all passwords.
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6.8 HOW DO I MAKE A BACKUP FILE OF ALL SECURITY
SUBSYSTEM INFORMATION?

Highlight “Maintenance” on the menu bar.

Select and click-on “File Backup” from the popup box. The File Maintenance window opens.
Select the Security check box at the top of the File Maintenance window.

Select the Backup Destination Directory from the listview box, or right click within the
listview box to create a new backup directory.

Press the Backup button.

If there is a backup UPG.DAT file already in the target backup directory, the user will be
prompted to replace the file with the new security data file or cancel the operation. Select
“YES” to overwrite the file, or “NO” to quit the backup.

7. A confirmation box appears when the backup is complete.

NS

SN

. Forte Sec

Im[=] E3

FAFile Maintenance [ (] <}
User MEERIEERT LogFile Help
Delete Al Users
Clear Al Pazzwords System
I~ Grades r - I~ Marker Formats
Mar  File Restore ™ Calibrations W Security
St

Backup (Destination)

Paszsword | g
Directory

[Earize] |
Lewvel I ﬂ

Click on the drop down menu.

c:\ForteSystem

[ N
EForteSystem

[ &rchives

[ A5CIFomats

(] Calibrations

[ Grades

[ Help
DIEDN%I
(L1 RealTime =l

Right - Click To Create New Directary

—Backup | Bowse |

The Forte System MUST be shut down to restore data

f " File Maintenance EEE ' File Maintenance =0 x|
LogFile Help LogFile  Help
I~ Grades S ™ Marker Formats I Grades e I~ Marker Formats

Configuration Configuration

I™ Calibrations W Security I” Calibrations W Security

Backup (Destination) Backup (Destination)

Directory Directory
ch c:\Backup
- T
& -—Backup—>
New Folder Name IEackup Any previous backup wil be ovenwitten continue?

0K I: Cancel |

Right - Click. Ta Create Mew Directary

--Backup--> | Browse |

The Forte System MUST be shut down to restore data

16

Right - Click Ta Create Mew Directory

The Forte System MUST be shut down to restore data




Forté X760 Moisture Measurement System Security Subsystem

6.9 HOW DO I RESTORE SECURITY BACKUP FILES?

1. The Forté System, including the Measuring System, Summary and Archives, must be
shutdown during the restoration of the Security data.

Highlight “Maintenance” on the menu bar of the Forté Security window.

Select and click-on “File Restore” from the popup box. The File Maintenance window opens.
Select the Security check box at the top of the File Maintenance window.

Select the directory that contains the backup security file from the listview box.

Press the Restore button.

A message box will appear asking the user to confirm the restore. Select “YES” to overwrite
the existing UPG.DAT file in the Security folder, or “NO” to quit the restore.

8. A confirmation box appears when the restore is complete.

Nk WD

= " TAE =
& Forte Security H=E FAFile Maintenance [_ O[]
- LogFile  Help
M-I M aintenance
Delete All Ugers | Syetem
Clear All Passwords I Grades I Gerfiguiatian ™ hdarker Formats
File Backup I™ Calibrations = Secutity
Mar
St | Location of the files to
Pazzward | restore
[Eareel | c\Backup
Lewel -
I J et
Click on the drop down menu.
<-—Restore-— Browse
The Forte System MUST be shut down to restore data

s File Maintenance == F4 File Maintenance =10l
LogFile Help LogFile Help
System System
I" Grades r Eanigatien [~ harker Formets [~ Grades r i [~ harker Formats
I™ Calibrations W Security [™ Calibrations  Security
Location of the files to Location of the files to
restore restore
c\Backup c\Backup
et

¢---Restore---
Restore Complete

T
Y I Browss | <—Restore-- I Browse

The Forte System MUST be shut down to restore data

This Wil Overwirite Existing Datal Continue?

o |

The Forte System MUST be shut down 1o restore data
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6.10 HOW DO I EXIT FROM THE SECURITY SUBSYSTEM?

1. To exit from the Security Subsystem, click-on the windows close box in the upper right-hand
corner of the Forté Security window.

2. Any change to the security information data is saved upon the entry of the new data. A
“Save” command is not required before exiting from the subsystem.

w. Forte Security 8 =T 8
User Maintenance

Mame |
St

FPaszward |

LCancel

Level I j

Click on the drop down menu.

Actionsi | Users ]
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7.0 GROUP ACCESS LEVEL DEFINITIONS

The group access level definitions are assigned to users in the Security Subsystem.
They define user access to ALL of the Forté Subsystems.

All users, except Super Users, are logged off the Forté Subsystems after fifteen minutes.

The following chart lists the group access levels in order of importance:

# LEVEL NAME PERMISSIONS:

—

Sys Admin Security Subsystem: Full Access

All other subsystems: Partial Access

# LEVEL NAME PERMISSIONS: Partial Access.

2 Super User Full Access to all Subsystems & menus, except Security
Subsystem.

# LEVEL NAME PERMISSIONS: Partial Access.

3 E&l MMS Schematic: Setup Menu - Devices & Digital I/0.

Lots Menu — Full Access.

Applications Menu — Partial Access
To Grade & Cal

Maintenance — No Access.

Measurement — Full Access.

Stations — Full Access.

System Log — Full Access.

Product Info — Full Access.

Security — Log On/Log Off.

Summary Window: Configuration - Formats only.
Summaries - Flush active.

Calibration Subsystem: Print, System Log, and User only.
Modify Status of data points.

Grades Subsystem:  Print, System Log, and User only.
Modify Parameters Tab.

Security Subsystem: No Access.
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H+

LEVEL NAME

PERMISSIONS: Partial Access.

QA/QC

MMS Schematic: Setup Menu — No Access.
Lots Menu — Full Access.
Applications Menu — Partial Access

To Grade & Cal

Maintenance — Full Access.
Measurement — Full Access.
Stations — No Access.
System Log — Full Access.
Product Info — Full Access.
Security — Log On/Log Off.

Summary Window: Configuration - Formats only.
Summaries - Flush active.

Calibration Subsystem: Print, System Log, and User only.
Modify Status of data points.

Grades Subsystem:  Print, System Log, and User only.
Modify Parameters Tab.

Security Subsystem: No Access.

LEVEL NAME

PERMISSIONS: Partial Access.

(91

Cal Lab

Calibration Subsystem Only: Full Access.

MMS Schematic: Setup Menu — No Access.
Lots Menu — Full Access.
Applications Menu:

Calibration Menu — Full Access.

Grade Menu — Partial Access.
Maintenance — No Access.
Measurement — Full Access.
Stations — No Access.
System Log — Full Access.
Product Info — Full Access.
Security — Log On/Log Off.

Summary Window: Configuration - Formats only.
Summaries - Flush active.

Grades Subsystem:  Print, System Log, and User only.
Modify Parameters Tab.

Security Subsystem: No Access.
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# LEVEL NAME PERMISSIONS: Partial Access.
6 Supervisor MMS Schematic: Setup Menu — Item Grouping.
Item Numbering.

Lots Menu — Full Access.

Applications Menu — Partial Access.
Print, System Log, User menus.

Maintenance — Full Access.

Measurement — Full Access.

Stations — No Access.

System Log — Full Access.

Product Info — Full Access.

Security — Log On/Log Off.

Summary Window: Configuration — Full Access.
Summaries - Flush active.

Calibration Subsystem — Partial Access.
Print, System Log, User only.

Grades Subsystem:  Print, System Log, and User only.
Modify Parameters Tab.

Security Subsystem: No Access.

# LEVEL NAME PERMISSIONS: Partial Access.

3

Group Leader MMS Schematic: Setup Menu — No Access.

Lots Menu — Full Access.

Applications Menu — Partial Access.
Print, System Log, User menus.
Modify the Parameters Tab.

Maintenance — No Access.

Measurement — Full Access.

Stations — No Access.

System Log — Full Access.

Product Info — Full Access.

Security — Log On/Log Off.

Summary Window: Configuration — Formats only.
Summaries - Flush active.

Calibration Subsystem — Partial Access.
Print, System Log, User only.

Grades Subsystem:  Print, System Log, and User only.
Modify Parameters Tab.

Security Subsystem: No Access.
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LEVEL NAME

PERMISSIONS: Partial Access.

oo

Operator

MMS Schematic & Summaries, Limited Menus

MMS Schematic: Setup Menu — No Access.
Lots Menu — Full Access.

Applications Menu — Partial Access.

Print, System Log, User menus.

Modify the Parameters Tab.
Maintenance — No Access.
Measurement — Full Access.
Stations — No Access.
System Log — Full Access.
Product Info — Full Access.
Security — Log On/Log Off.

Summary Window: Configuration — Formats only.
Summaries - Flush active.

Calibration Subsystem — Partial Access.
Print, System Log, User only.

Grades Subsystem:  Print, System Log, and User only.

Modify Parameters Tab.

Security Subsystem: No Access.

LEVEL NAME

PERMISSIONS: Forté Use Only.

O | H

Forte

Full Access to all subsystems.
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8.0 NOTES:
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9.0 SERVICE AND SUPPORT INFORMATION:

Forté Technology Inc. provides telephone and e-mail support for up to ten (10) hours, computed
in 15-minute increments, for a period of one (1) year after installation of a system. Thereafter
support is charged at our standard hourly service rate, computed in 15-minute increments.

For information on current service rates, please contact Forté Technology Inc.

Our scheduled business hours are Monday through Friday, 08:00 to 17:00 Eastern Standard Time
(EST).

Mailing/Shipping Address:

FORTE Technology, Inc.

125 John Hancock Road, Suite 9
Taunton, MA 02780

U.S.A.

Forté Technology can be contacted by any of the following methods.

Telephone:  1-508-802-9634

Fax: 1-508-824-2085
E-mail: service @forte-tec.com
Internet: www.forte-tec.com
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